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Scoping The Many Challenges of Improving Site Security
Construction Workers Are at a High Risk

The construction industry is among the most 
dangerous for workers, as well as being one of the 
most difficult to secure when it comes to equipment, 
materials, and resources at its sites. According to 
the Occupational Safety and Health Administration 
(OSHA), 20% of worker deaths in the United States 
occur in the construction industry, when these 
workers account for only 6% of the total workforce. 
Injured workers are often reluctant to file claims with 
OSHA for fear of losing hours and critical income.

Using real-time monitoring systems that rely on 
infrared, thermal cameras, sensors, and drones 
to capture data, identify where accidents happen, 
and why is where the future of construction site 
security lies. Combining real-time data with video 
analytics to predict which workflows will lead to 
accidents is why Artificial Intelligence (AI) and 
machine learning are gaining rapid adoption for 
construction site monitoring today. Having real-
time monitoring data can help identify the causes of 
accidents, gain valuable insight into how they can be 
averted, and prevent death and injury to workers. 

According to the latest OSHA estimates, underreporting of injuries is estimated to be at 60% or 
more. Putting aside the human cost of accidents, there are also great finanacial implications for 
businesses. OSHA penalties can cost from $13,653 to $136,532 for safety violations – making it an 
urgent priority to use more accurate, automated techniques to improve construction site security.

“20% of worker deaths 
in the U.S. occur in the 
construction industry...”
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According to OSHA, falls, being struck by objects, electrocutions, and getting caught in or between still 
or in-motion equipment are the leading causes of workplace accidents, injuries, and deaths. Taking 
the necessary precautions to keep every worker wearing Personal Protective Equipment (PPE) is 
the first step in reducing these numbers. The following graphic illustrates these “Fatal Four” causes: 

Recent events have caused the constraints of 
supporting staggered work schedules, worker 
substitutions, and hiring new workers who need to 
be trained in many cases. Supervisors are being 
stretched very thin and often don’t have time to keep 
everyone on a production site in compliance with PPE 
requirements, which easily leads to safety oversights. 

The combination of new workers, increased time 
pressure to get projects done, and the lack of 
proper security training leads to accidents, many 
of them being deadly. These problems expose 
the vulnerability of construction sites in their 
current state, and shows the need for greater 
use of technology in site and worker monitoring. 

Source: https://www.osha.gov/data
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According to the latest data from the National 
Equipment Register, the most popular equipment 
brands for potential thieves are Kubota, John 
Deere, Bobcat, Caterpillar, and Case.  These 
brands have an excellent reputation for quality, 
further increasing their resale value and 
demand for their products on illegal markets. 

The most common types of equipment stolen 
include commercial & ride-on mowers, tractors, 
compact tracked loaders, utility vehicles, and skid 
steer loaders. The following graphic breaks down 
all equipment reported to the National Equipment 
Register as being stolen in the last 18 months: 

Theft at Construction Sites is Skyrocketing

According to the National Equipment Register, 
construction theft losses often exceed $1B a year, 
with the latest model equipment, tools, and supplies 
being the most frequently stolen and resold. Only 
25% of lost construction equipment is recovered; 
add to that an estimated $13B annually in costs 
from accidents and injuries, and the heavy tolls the 
construction industry faces every year become clear. 
There is an urgent need to improve construction 
site security in order to decrease these losses.

Organized crime and theft rings target construction 
sites for the best-known construction equipment 
brands because it very easy to resell them for cash.

Source: National Equipment Register (https://www.ner.net/)
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When facing the challenges of protecting employees’ health and securing equipment, supplies, and 
ongoing work at sites, construction companies can turn to real-time remote monitoring, AI, and machine 
learning. Capturing a real-time stream of data that are interpreted by AI and machine learning software 
is proving effective in stopping accidents and thefts while also delivering the following benefits:

• Identifying non-compliance with local, state, 
and federal building regulations without having 
to walk around and do a thorough onsite 
construction inspection

• Discovering accidents and safety incidents 
unreported for fear of losing work hours or 
pressure from foremen to keep OSHA auditors 
off the construction site 

• Careless work processes in construction that 
lead to accidents can be identified and resolved 
faster than with any manually-performed 
approach to monitoring 

• Analyze and stop work processes that lead 
to defective production results or production 
having to stop and correct major problems in 
construction quality 

• Know why specific sites are behind schedule and 
over budget by tracking activity to analyze and 
pinpoint the differences between the highest- 
and lowest-performing construction sites and 
crews

• Realtime-monitoring of all sites at a level unable 
to be performed by human watchers; scale of 
security greater in scope
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Analyzing the real-time video feeds from remote 
infrared, thermal weather-resistant cameras, IoT 
sensors, and drones all combine to create a single 
database of observations that AI and machine 
applications rely on to analyze site activity. 
McKinsey’s Global Institute study, “Reinventing 
Construction through a Productivity Revolution”, 
found that the mining of real-time monitoring 
and security data for process improvement 
ideas is paying off in construction today.

McKinsey found that construction firms can increase 
their operational efficiencies using AI and machine 
learning-based insights, yielding cost savings 
of between 14% to 21%.  Overall, it is easy to see 
the bottom line of AI’s process improvements: 
gaining a 360-degree view of construction sites, 
workers, and activity occurring in and around 
the site on a 24/7 basis provides new insights 
for increased cost savings, greater operational 
efficiency, and improved safety measures.
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Improving Construction Site Security with Machine Learning

The ability to analyze how the specific conditions, 
factors, locations, and phases a given construction 
site is operating in contribute to greater site security. 
AI and machine learning are the perfect answer 
to the question of how to accomplish this goal.

Today and in the future, remote monitoring systems 
in use to protect construction sites will rely on 
supervised machine learning algorithms to discover 
new patterns in historical data. Machine learning-
based remote monitoring systems rely on IoT sensors 
combined with night vision, infrared, and thermal 
sensing cameras to capture real-time data streams. 

By combining historical video feeds and images 
with real-time data feeds, machine learning-based 
remote monitoring systems provide predictive 
insights into when potential accidents, thefts, 
or hazardous operating conditions could occur.

AI-based remote monitoring system providers 
are setting a fast pace of innovation in this area, 
which is also reflected in the intuitive design 
of their dashboards and cloud-based platform 
approach to scaling these systems globally. 

Leaders in this area include Twenty20 Solutions, 
whose dashboard and approach to usability sets 
the standard in remote construction security. 
Twenty20 Solutions’ remote monitoring system 
Novus™ is entirely browser-based, supports geo-
location applications (e.g., RFID, GPS, and radar asset 
tracking), and has a user-customizable dashboard. 
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1 Reduce dependence on onsite 
security teams and gain always-
on, real-time security monitoring. 

By combining the strengths of 24/7 video feeds, 
video analytics powered by AI, machine learning, 
and trained security monitoring teams, construction 
sites are seeing a reduction in stolen equipment, 
remote location breaches, and higher levels of 
PPE compliance with workers. Reducing the 
dependence on onsite security teams alone and 
gaining a 24/7, 365-day monitoring view of each 
construction site increases perimeter security and 
can help improve remote workers’ safety on sites 
hundreds of miles away from the monitoring center.

10 Ways AI is Improving Construction Site Security:

One of the most valuable takeaways from a recent conference call with construction safety and security 
leaders who have standardized machine learning-based remote monitoring systems is how much 
time they save from false alarms. A security director managing construction projects in progress 
in Miami, Atlanta and Chicago says machine learning has virtually eliminated false alarms at his 
construction sites. “Our team has fine-tuned machine learning algorithms to the specific patterns of 
our operations, and it’s virtually eliminated false alarms – and focused on predicting theft and break-
in attempts much more accurately,” he said.  Based on insights gained from the conference call, here are 
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Nearly all construction safety and security leaders 
say that this is the most valuable aspect of a cloud-
based remote monitoring system which is capable of 
accepting data from IoT, digital, thermal, and infrared 
cameras. Having teams on the ground is still essential 
of course, but possessing the real-time, always-
on monitoring, providing a constant data stream 
to train models, is invaluable. Human and artifical 
intelligence often work best in tandem with each 
other. In addition, the analysis of real-time video feeds 
using AI, and machine learning-based applications 
can deliver many benefits. These benefits include:

• Combining data from all sensors on a 24/7 basis 
to achieve always-on security monitoring 

• Sensors typically used include IoT, digital, 
thermal, and infrared cameras, which allow for 
varied data collection and processing

• AI uses supervised machine learning algorithms 
to “learn” patterns, making it possible to spot 
anomalies quickly   

• 360-degree, always-on view of the construction 
sites’ perimeter

• Receiving critical event alerts on any mobile 
device, anytime, anywhere 
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The types of PPE required for a work site can vary - hard hats, dust masks, safety glasses, and proper 
footwear are all examples of important safety gear that should not be neglected. Remote monitoring 
systems can tell immediately which work teams need coaching to remain in compliance. The following is 
an example of how this is accomplishable using real-time video monitoring combined with AI and machine 
learning-based monitoring and evaluation systems to check the level of PPE compliance at a job site.   

It is possible to reduce workplace injuries and potential liability litigation by identifying which 
workers are wearing Personal Protective Equipment (PPE) and which are not. Using advanced 
pattern matching supported by supervised machine learning algorithms, construction safety and 
security leaders can identify when workers in high-risk roles and work zones are wearing PPE or not. 

2 Improve worker’s compliance with CDC’s guidelines for PPE use on the job.
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Replace checklists, routines, and other manually-
based approaches to auditing security with real-
time monitoring capable of providing trending and 
image analysis in seconds. Safety and security 
leaders say their biggest challenge today is saving 
the valuable time of construction teams on site. 
According to leaders spoken with, combining 
machine learning techniques with site data that 
is always accessible on an intuitive dashboard 
reduces manual workflows by a factor of 5 or more.

Site visibility can make a huge different in the security 
of assets. The following example illustrates how an AI-
based video monitoring system can provide real-time 
visibility of production assets, including machinery, 
tools, and materials, across a large-scale construction 
site. Auditing how many workers are onsite and in 
compliance with CDC PPE guidelines is also possible 
with real-time video monitoring supported by AI-
based analysis of video stream data. See the following 
graphic for an example of real-time site monitoring.

3 Automate and scale security audits using real-time monitoring and reporting.
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The better the construction site’s real-time safety and 
security monitoring, the more flexible construction 
processes become. Safety and security leaders say 
that the better a construction site gets at capturing 
and interpreting real-time sensor and video data, the 
more adaptive their construction processes become.

What initially starts as an investment to achieve safety 
and security goals turns into process improvement 
gains based on new data insights. The following 
are the main reasons why construction companies 
with multiple remote locations are relying on AI-
based remote monitoring and surveillance systems.

4

• Ability to know the status of every remote 
location in real-time on a 24/7 basis 

• Identify potential safety or security interruptions 
based on each location’s continuously updated 
status

• AI-based remote security monitoring systems 
support real-time and bi-directional hardware 
control and monitoring

• AI-enabled monitoring systems are cloud-based 
and accessible on any mobile device

Improving real-time safety and security monitoring leads to greater project 
visibility and flexibility.
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Advanced video analytics that support smart tags 
and contextual cues of key events are rapidly 
approaching, which will further improve the 
predictive accuracy of machine learning-based 
remote monitoring systems. Efforts to gain greater 
contextual intelligence from every video frame are 
driving R&D spending across the remote monitoring 
industry. Expect to see patents that define the 
future of advanced pattern matching and predictive 
accuracy of remote monitoring systems next year.

Machine learning algorithms and models can be 
trained to recognize patterns in activity across an 
entire network of construction sites – all in real-
time and all using the same series of real-time 
monitoring metrics and alerts. The example below 
shows copper tubing being stolen at 3 am – not a 
typical activity at this job site, triggering an alert.  
In addition to the detection of unusual events, AI-
enabled video monitoring can cut down on false 
positives and time spent manually reviewing footage.

5 Interpreting real-time video feeds using AI-based video analytics helps to thwart threats.



WWW.TWENTY20SOLUTIONS.COM

13

One fascinating observation about the ongoing 
development work in remote monitoring systems is 
how physical and cyber events can be correlated. For 
example, suppose there is a cyberattack on a specific 
construction sites’ system. In this case, it’s possible 
to increase the monitoring and predictive accuracy of 
which physical systems attackers are targeting, which 
thwarts thefts, breaches, and destructive actions 
itself. Physical threats can be proactively prevented 
using cybersecurity threat events as a warning.

Taking the cyber and physical security levels 
into account with a single real-time monitoring 
system leads to an aggregate score of site security. 
Construction companies must move to adopt a single, 
overarching score that captures the cyber and physical 
attack risks to a given site. Only then will it be possible 
to prioritize security threats by site and take action 
to avert physical breaches that could easily lead to 
stolen laptops, passwords, and costly cyber breaches 
that are often undetected for months or years. 

6 Predict and respond to coordinated cyber and physical attacks using risk scoring to 
identify true threats.

Source: Modern CISO
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Building predictive models using machine learning based on theft-related data can help predict when another 
attempt will occur. Safety and security leaders say this is why having video data from the very beginning of 
each project is so valuable; it can be used to train machine learning models and predict another theft attempt. 

7 Assign risk scores and recieve predictive alerts from construction projects to 
reduce material and equipment thefts.
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Industrial espionage in construction can lead to 
billions of dollars of losses, especially for high-
tech manufacturers building chip foundries 
that include proprietary technologies. Keeping 
sites secure needs to start with an effective AI-
based remote monitoring strategy. Construction 
companies rely on AI and machine learning to 
monitor who is on a given work site and why.

During the pandemic, the need for ensuring everyone 
onsite is wearing PPE is a high priority, as is 
monitoring if there are any unauthorized or loitering 
persons. Combining real-time video monitoring, 
AI, and machine learning-based video analytics 
with monitoring software provides construction 
companies with greater accuracy in knowing who is 
onsite and why on a 24/7 basis, every day of the year.

8 Reduce the threat of industrial espionage by identifying and tracking intruders’ 
activities.
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Discovering where, when, and how pilferage of 
construction supplies happens ensures losses can 
be kept in check and worksites made more secure. 
10% to 25% of supplies on large-scale construction 
projects are stolen and resold every year. Stopping 
pilferage means the difference between a construction 
project coming in under budget or not, which is why 
safety and security leaders are turning to remote 
monitoring to get this problem under control. 

The following example shows how real-time video 
surveillance combined with AI and machine learning 
software successfully identified an intruder on the 
Beverly Hilton construction site in Beverly Hills, 
California. The suspect attempted to steal $10,000 
in equipment and copper tubing to resell on Craig’s 
List. The site had been already been victim to 
another theft  attempt in the previous few months, 
outlining the importance of AI-enabled surveillance. 

9 Combine real-time monitoring and AI to identify and stop pilferage of materials and 
supplies.
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Ensuring construction sites stay in compliance with OSHA and related government compliance requirements while 
at the same time creating a real-time audit record for government auditors. Safety and security leaders say that 
preparing for an OSHA audit can take weeks or even months of advance prep work. Real-time monitoring systems 
can produce reports on demand, saving hundreds of hours a year in audit prep time for government agencies.

Real-time video site monitoring creates an audit record essential for staying in compliance with local, state, and 
federal regulations. It also includes the benefits of: 

10 Create and maintain a real-time audit record of construction site activity for 
regulatory agency use.

• Streamlining site inspections by electronically 
provding inspectors all the data they need to 
certify each phase of a project

• Permit compliance backed up with real-time 
audit data to avert misunderstandings and 
streamline project completion

• Inspection frequency once a week takes minutes 
instead of hours because video backs up project 
data

• Electronic signing of inspection results is 
growing based on real-time data availability and 

analysis, allowing conclusions to be automated
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Today the safety and security of workers on a construction site are by far the highest priorities; 
construction companies are relying on real-time monitoring systems to achieve that goal. Protecting 
construction sites from theft and pilferage is critical to staying on schedule and under budget. 

By capturing a real-time video feed from every site a company is working on, AI and machine learning-
based real-time surveillance systems can identify the potential for accidents and alleviate them.
They can also ensure 100% coverage of all construction sites in real-time and alert construction site 
personnel, surveillance, onsite guards, and local law enforcement to stop a potential theft in progress. 

The future of remote monitoring is increasingly going to rely on AI and machine learning 
because of its increased accuracy, always-on technology, and the opportunity to cut losses 
and production costs by improving monitoring. Modern techniques will merge with historical 
trends to create an environment of greater security and safety for both workers and resources. 

Conclusion

About Twenty20 Solutions
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Twenty20 is a global provider of IoT automation and artificial intelligence-enabled security technology, smart 

surveillance, and access control solutions. Its suite of software and video analytics products includes site 

automation and optimizations, SCADA integration, object, facial and license plate recognition, counting and 

tracking, PPE detection, thermal radar and gunshot detection, managed IT services, data backup and recovery, 

cyber security and more. Twenty20’s technology delivers data-driven business intelligence and analytics, 

enhances real-time decision making, and improves operational efficiency while minimizing risk and loss.


